%OMA Ontario Medical Association

Multi-factor authentication
user guide

A step-by-step guide to adding multi-factor
authentication to your member account.




Below is a step-by-step guide to help you to add, remove and modify your multi-factor authentication
settings.

How to enrol in multi-factor authentication
Please follow the steps below to add multi-factor authentication to your account.

1. Open your browser and navigate to
oma.org to sign into your member
account.

‘,?g OMA Member Website 2¢° OMA Connect @ Sam Walman
-
AN

2. Enter your username SW
and password.
Sam Walman

Are you g Oma #0679266

E OMA Dues Dutstanding
$0.00

Pay Dues & Fees

Learn about)l password and Security

Sign Out

3. Once you've entered your username
and password, you will be prompted to
begm a.ddlr?g multi-factor %OMA. Ontario Medical Association
authentication to your account. Select
Begin Setup to start the process and

follow the prompts.
€+» Connecting to OMA.Org

ﬂ Multi-factor authentication is required to

secure your account.

Begin Setup
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4. From the provided list, choose the
security factor you would like to add

and follow the on-screen instructions. Select Security Factor

Onelogin Protect

o Text Message (SMS)

e Google/Microsoft
Authenticator App
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Step-by-step guide to setting up your selected authentication factor.
Please follow the steps below to set up your preferred multi-factor authentication choice.

Onelogin Protect app

1. Once logged in, select the OneLogin

Protect app security factor option. Select Security Factor

Onelogin Protect

o Text Message (SMS)

e Google/Microsoft
Authenticator App

2. Download the OnelLogin Protect app
to your mobile device. Once the app is

installed, click activate. OneLogin Protect

o Download and install OnelLogin Protect

on your device

# Download on the GETITON
@& App Store | I*® Google Play

e When the app is installed, come back to
this screen and click Activate

Change Security Factor
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3. Open the OnelLogin Protect app and
select the + button in the top right
corner and scan the provided QR
code on screen.

OnelLogin Protect

o Open OnelLogin Protect

e Scan below QR Code

Can't scan the code?

Change Security Factor

Test Message (SMS)

1. Select the Text Message (SMS)

security factor option. )
Select Security Factor

Onelogin Protect

Text Message (SMS)

< Google/Microsoft
Authenticator App
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2. Using the mobile phone number in

your OnelLogin profile, you will receive
a text message containing a six-digit
security code. (Please note this
number is not associated with the
number in your MyAccount profile).

Enter the provided code to validate
and confirm the new security factor is
added to your account.

Note: Once a security code is sent,
you will have 5 min to enter the code
before it expires. If that happens, you
will need to select Try Again to
re-send a new confirmation code.

For help on adding a mobile phone
number to your profile, go to page 8.

Google/Microsoft authentication app

1. Select the Google Authenticator

security factor option.

o Text Message (SMS)

A confirmation code was sent to

+'k'k*:**"xi’6 272

Enter your confirmation code

Try Again

Change Security Factar

Select Security Factor

Onelogin Protect

o Text Message (SMS)

< Google/Microsoft
Authenticator App
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2. Download the Google
authentication or Microsoft Google/Microsoft
authentication app to your mobile & Authenticator App
device. Once installed, open the
chosen app, and scan the provided
QR code on screen.

o Open Authenticator

e Scan below QR Code

Can't scan the code?

Change Security Factor

3. Enter the provided six-digit
authentication code and select Google/Microsoft
continue to finalize the set-up S Authenticator App
process.

Enter your Authenticator code

Continue

Change Security Factor
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How to add a mobile phone number to your Onelogin profile.
Please follow the steps below to add a mobile phone number to your profile.

1. Open your browser and navigate to
oma.org to sign into your member
account.

2. Select the Member sign in button in
the top right-hand corner and sign into
your account.

3. Once signed in, click on the initial’s
icon in the top right-hand corner and
then select the My Account link.

-
$OMA 24 Q
Ontario Medical Associaton
Advocacy Expert Advice About the OMA Newsroom Q
Are you a
member?

Learn about joining the OMA

Three urgent priorities for
health care

Ontario doctors’ five
point plan for better
health care

-

t?a OMA Member Website 280 OMA Connect @ Sam Walman
Y
Fan

SW

Sam Walman

Are you g oma#0679266

E OMA Dues Outstanding
$0.00

Pay Dues & Fees

Learn about)l password and Security

My Account

Sign Out
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4. Once in your MyAccount profile
section, select the Personal
Information section in the bottom of
the left-hand navigation list.

5. Once in the Personal Information
section, select Click here to change
your security factors to access your
Onelogin profile page.

6. Once in the OneLogin profile page,
select Profile and add your mobile

phone number to the designated field.

Practice & Professional Support | Health System & Advocacy | Member Advantages | Negotiations | Your Association | News & Events

Dues and Fees
M a

Car

Statements &
Receipts

My Insurance

Profile
Pr

c

Car

My Benefits
Membership bensfts

Groups

Practice Model

Model

Personal
Inf

(\ 3 items need your attention

Sam Walman

Dues and Fees @

Pay Dues & Constituency Fees

Complimentary
Practicing $0.00

0068239

OMA Number Membership Card

2
CONSTITUENCY FEES @ Need Help?

Academy of Medicine | | Distict Nine | | Section on General & Famly Practice

Pay Constituency Fees

Email

Phone

My Insurance

Policies

Profile
PROFESSIONAL INFO @ s

Independent

Practice 09-08-1972 Active

25012 09-08-1972

CPSO R

CPSO Registrator

Fam Medicine/Gen
Practice incl Emergency

157883 CAMD00990777 Medicine

OHIP Registration Number MNC

Muilti-factor
authentication

Account Settings

JBS
Update
Photo
Delete
Photo

TITL

ENT

s

ITAL

| Profile

Change Password

Security Factors

Recent Activity

PERSONAL INFO

Dr Sam Walman
Salutation First Name Last Name
Male 1943/05/03
Sex Date of Birth

MANAGE PASSWORD AND SECURITY
Click here to change your password

(Click here o change your securily factors
ag¥alman@oma.org

Profile

Phone number

Sam Walman

sam.walman@oma.org

Default for company tab

~ Use Last Selected — v

e+ I
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How to add, remove or modify my security factors
Please follow the steps below to make changes to your security factors.

1. Open your browser and navigate to
oma.org to sign into your member
account.

2. Click on your initial’s icon in the top
right-hand corner and then select the
My Account link.

3. Once in your MyAccount profile
section, select the Personal
Information section in the bottom of
the left-hand navigation list.

‘;ﬂ OMA Member Website 26" OMA Connect @ Sam Walman
-
Fa™

SW

Sam Walman

Are you g oma #0679266

E OMA Dues Dutstanding
$0.00

Pay Dues & Fees

Learn about)l password and Security

Sign Qut

Practice & Professional Support | Health System & Advocacy | Member Advantages | Negotiations | Your Association | News & Events

Fees

Statements &
Receipts

My Insurance

My Benefits

Membership bensfts

Groups
Se

Practice Model
Update your Practice
Model

Practice Setting
Usdsto your Pracice
Seing

Sam Walman

Dues and Fees @

Pay Dues & Constituency Fees

Complimentary
ing

0068239

OMA Number Membership Card

CONSTITUENCY FEES @

‘Aigoma West Academy of Medicine | | District Nine | | Section on General & Family Practice

Pay Consttuency Fees

My Insurance

Policies

Profile
PROFESSIONAL INFO @ s

Independent
Prac

157883 CAMD00990777

Multi-factor
authentication

OHIP Registration Number MNC
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4. Once in the Personal Information

section select Click here to change Account Settings

your security factors to access your

Onelogin profile page. or sam Walman
Uoate Salutation First Name Last Name
Phote Male 1943/05/03
Delete Sex Date of Birth
Photo

| MANAGE PASSWORD AND SECURITY

Click here to change

Login email :

sam.walman@oma.org

Profile Security Factors
5' If you WOUId Iike to add a neW faCtor to change Password Manage security factors to verify your identity when you sign in or reset your password
your profile, select the Add Factor | securty Factors B
. Add Factor
button and choose the security factor Recent Actity
Of your Cho|Ce Factor Details Last Used Used For
’7 P\ sms +16477716665 a day ago L o options
6. If you would like to remove a security Profie e
factor from your profile, select the Change Password _ .
. . . Manage security factors to verify your identity when you sign in or reset your password.
Options button on the right-hand side | SecutyFactors
of the screen and select Remove from I e
the dropdown options.
’7 O sms +16477716665 a day ago L o @ Options
Unset as primary
Edit name
Remove
Show details
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How to reset your password (MFA not enabled)

Please follow the steps below to reset your password if you do not have multi-factor
authentication enabled on your account.

1. Open your browser and navigate to
p y g ] O 4 Member Website .'J' OMA Connect @ Sam Walman

oma.org to sign into your member e =) ~
account.
2. Click on your initial’s icon in the top SW
right-hand corner and then select the
My Account link. Sam Walman

Are you g oma #0679266

E OMA Dues Outstanding
$0.00

Pay Dues & Fees

Learn about]l password and Security

Sign Out

3. Select the Forgot Password link at AN 4
the bottom of the login screen.
?OMA Ontario Medical Association

€+» Connecting to OMA.Org
Enter your OMA number or email address
Sam@smwalman.com

Remember me

‘ Learn more about multi-factor authentication

Forgot Password

R
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4. Enter your email address or username
and click continue to reset your
password.

5. Once you have submitted the
password reset request, the system
will send an email to the account on
file. Please check your inbox for an
email from OnelLogin.

Note: If you do not see an email from
Onelogin, please check your spam
folder.

6. Once you have received the password
reset email, please click on the link to
complete the process.

?OMA Ontario Medical Association

€+» Connecting to OMA.Org

Reset Your Password

Enter your email address or username below to
reset your password.

Enter your OMA number or email address

sam.walman@oma.org

Back to Sign In

1

?OMA Ontario Medical Association

e Email

Check your inbox for an email from OneLogin. Click
on the password reset link inside the email to
complete the process.

Don't see the email? Check your spam folder.

Forgot your password
noreply@onelogin.com
To © SamWalman
(@) This sender noreply@onelogin.com is from outside your organization.

I e i e e e P e e

Hello Sam Walman,
If you have requested a new password for your OneLogin account, please click on the link below to select a new password.
Click here to reset your password

f you did not request a new password, please ignore this emai
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7. Fill out the change password field with
your new chosen password.
?OMA Ontario Medical Association
Note: Please refer to the password

requirements when selecting a new
password. Change Password

New Password

Show

@ Minimum 8 characters
@ Maximum 128 characters
@ 1Lowercase

@ 1Uppercase
® 1 Number
@ 1 Special character

8. Sign in using your newly AN &

set password.
?OMA Ontaric Medical Association

Enter your OMA number or email address

sam.walman@oma.org

Remember me

Learn more about multi-factor authentication

Forgot Password
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How to reset your password (MFA enabled)
Please follow the steps below to reset your password if you have multi-factor authentication
enabled on your account.

1. Open your browser and navigate to
oma.org to sign into your member
account.

2. Click on your Member Sign In button Q

to start the process.

Are you a member?

Learn about joining the OMA

3. Select the Forgot Password link at
the bottom of the login screen.

%OMA Ontario Medical Association

Enter your OMA number or email address

sam.walman@oma.org

Remember me

Learn more about multi-factor authentication

Forgot Password
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4. Enter your email address or username .
and click continue to reset your
paSSWOI'd %OMA Ontaric Medical Association

€+» Connecting to OMA.Org

Reset Your Password

Enter your email address or username below to
reset your password.

Enter your OMA number or email address

sam.walman@oma.org

‘

Back to Sign In

5. Depending on which security factor
you have set up, you will be directed
to follow the process to authenticate
your account.

One you have done so, you will be
prompted to reset your password.

OMA Ontario Medical Association | Multi-factor authentication user guide

16



	How to enrol in multi-factor authentication
	Please follow the steps below to add multi-factor authentication to your account.

	 /
	Step-by-step guide to setting up your selected authentication factor.
	Please follow the steps below to set up your preferred multi-factor authentication choice.
	OneLogin Protect app
	Test Message (SMS)
	Google/Microsoft authentication app

	How to add a mobile phone number to your OneLogin profile.
	Please follow the steps below to add a mobile phone number to your profile.

	/
	How to add, remove or modify my security factors
	Please follow the steps below to make changes to your security factors.

	/
	How to reset your password (MFA not enabled)
	Please follow the steps below to reset your password if you do not have multi-factor authentication enabled on your account.

	How to reset your password (MFA enabled)
	Please follow the steps below to reset your password if you have multi-factor authentication enabled on your account.

	 /

